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DATA PRIVACY & CYBERSECURITY TEAM
BREACH RESPONSE TEAM
24/7 DATA BREACH RESPONSE HOTLINE: 844.312.3961
24/7 DATA BREACH RESPONSE TEAM EMAIL: breachresponse@lewisbrisbois.com
Led by a former Department of Justice cyber attorney and including eight Certified Information Privacy
Professionals, Lewis Brisbois’ Data Privacy & Cybersecurity Team has experience responding to more than
2,000 data security incidents in all business sectors – from relatively simple device theft containing proprietary
or consumer information, to catastrophic system compromises affecting millions of consumers. Eight members
of our team hold the ANSI-accredited Certified Information Privacy Professional/US (CIPP/US) designation
and two members hold the Certified Information Privacy Professional/Europe (CIPP/E) from the International
Association of Privacy Professionals (IAPP), and we have particular expertise working with the Payment Card
Industry Data Security Standard (PCI DSS) and the Health Insurance Portability and Accountability Act (HIPAA).
We employ a holistic approach to data privacy and cybersecurity, offering a suite of services to help clients keep
their data private and secure, providing a rapid response to any digital crisis, and delivering defensive litigation
services when necessary. The team is geographically distributed with members across all U.S. time zones for
the convenience of insurers and insureds, and is backed by our 1,300-attorney, full-service law firm, offering any
necessary collateral services.

Pre-breach services:

Post-breach services:

•

Cyber preparedness assessments

•

•

Incident response planning

––

Facilitation of forensics services

•

Table top exercises

––

Consumer and regulatory notification

•

Policy and procedure development

––

Facilitation of consumer remediation services

•

Facilitation of privileged third party services

•

Regulatory investigation guidance and defense

•

Third party contract review

•

Third party defense

Fully managed breach response
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Sean Hoar is a partner in the Portland office of Lewis Brisbois and chair of the Data Privacy & Cybersecurity
Practice. Sean has extensive experience managing responses to digital crises and effectively marshalling
resources to contain and remediate information security incidents. He served as the lead cyber attorney for
the U.S. Attorney’s Office in Oregon where he was the point of contact for the FBI, Secret Service, and
Homeland Security in system intrusions and other digital crime emergencies. He now manages responses
to data breaches and counsels businesses on best practices in information privacy and data security. He
also facilitates incident response planning and risk assessments. He holds the Certified Information
Systems Security Professional (CISSP), the Global Information Security Professional (GISP), and the
Certified Information Privacy Professional/ United States (CIPP/US) credentials.
Lindsay Nickle is a partner in the Dallas office of Lewis Brisbois. She has extensive experience
managing responses to data security incidents, and helping clients navigate the complex process of
responding to the loss, theft or compromise of protected information. Lindsay also guides clients through
regulatory investigations arising from data security incidents. She has assisted clients in many business
sectors including educational institutions, insurance companies, health care providers, accountants, retail
merchants, hotels, restaurants, utilities and governmental entities. Through her breach response
management experience, Lindsay has expertise working with issues unique to the payment card
industry, and routinely provides guidance and advice regarding regulatory compliance within the financial
industry. Her background in complex business and financial transactions makes her particularly effective
working with executives and managing digital crises. She holds the Certified Information Privacy Professional/United
States (CIPP/US) credential.
Richard Goldberg is a partner in the New York and Philadelphia offices of Lewis Brisbois. He has
investigated cyber and intellectual property crimes, and aided victims of those crimes, for over two
decades as one of the U.S. Department of Justice’s specially trained cybercrimes prosecutors. While a
cybercrime prosecutor, he also served as Chief of many different sections of the U.S. Attorney’s Office in
Philadelphia, including Economic Crimes, and as Chief of Trials, supervising the trials of all criminal cases
charged by one of the country’s largest federal prosecution offices. He has been a point of contact for the
FBI, Secret Service, Homeland Security, IRS, and private industry for system intrusions, identity theft,
money laundering, intellectual property thefts and other frauds, and digital crime emergencies. His
experience also includes crisis management, having served as chief attorney preparing federal, state, and
local agencies for National Special Security Events (major public events of international significance considered by the
government to be terrorism targets) and then managing those events. Richard also developed and ran the crisis response
exercise for the Department of Justice’s entire elite Computer Hacking and Intellectual Property section in 2018. Among
other services, he assists clients in avoiding and responding to data security incidents, as well as assessing the risks to
clients potentially posed by those incidents. Richard has also been an adjunct professor at Villanova Law School, teaching
application of the Fourth Amendment to computers and cyberspace, as well as operation of the Stored Communications
Act and other constitutional and regulatory frameworks.
Christopher Ballod is a partner in the Philadelphia and Pittsburgh offices of Lewis Brisbois. Chris assists
clients with regulatory compliance counseling pertaining to HIPAA, payment card industry standards
(PCI-DSS), NYS Department of Financial Services data security standards, and the European Union’s
General Data Protection Regulation (GDPR). He handles incident preparation counseling including “table
top” exercises, multi-day stakeholder “boot camps” training key personnel in all aspects of risk
management and response, and the drafting and negotiation of vendor agreements, licensing
agreements, terms of use, and other contract forms. Chris has experience coordinating breach response
services for clients of all market sizes and across multiple business sectors including construction, energy
generation, financial services, healthcare, hospitality, municipal government, and retail. In addition to
coordinating the individual and regulatory notification process, he conducts breach risk assessments, responds to
regulatory enforcement actions, and guides his clients through the PCI Account Data Compromise event assessment
response for all major card brands. He holds the Certified Information Privacy Professional/United States (CIPP/US) and
the Certified Information Privacy Professional/Europe (CIPP/E) credentials.
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Elizabeth Dill is a partner in the Philadelphia office of Lewis Brisbois and is based in Richmond, VA. She
has experience representing health care providers, financial institutions, educational facilities, commercial
and non-profit organizations in all facets of information security preparedness and security incident
response. Elizabeth advises clients on preparation of risk assessments and incident response plans, as
well as assessing and allocating risks, rights and obligations in contractual relationships as they pertain to
data security. She also counsels clients in management and remediation of data security incidents,
including compliance with regulatory authorities, facilitation of forensic investigation and provision of
consumer notification. She also defends clients in class action litigation and government investigations
arising out of data security incidents. Her background in complex litigation provides her unique insights
into limiting third party liability while managing data breach responses. She holds the Certified Information Privacy
Professional/United States (CIPP/US) credential.
David Sherman is a partner in the Philadelphia office of Lewis Brisbois. He counsels clients across
business sectors on commercially reasonable data privacy and information security practices. Before an
information security incident occurs, David facilitates incident response planning and risk assessments to
enhance enterprise security posture and mitigate potential exposure. David’s experience includes
negotiating service provider and business associate agreements on behalf of purchasers and suppliers in
transactions involving the purchase of point-of-sale applications, security and information technology
services, and a variety of cloud services. David also assesses clients’ existing service provider
agreements to evaluate and optimize contractual allocation of risks, rights and obligations set forth in
provisions that may give rise to exposure in the event of a data security incident. He holds the Certified
Information Privacy Professional/United States (CIPP/US) credential.
Alyssa Watzman is a partner in the Denver office of Lewis Brisbois. Her practice focuses on data privacy
and cybersecurity matters as well as on government investigations and civil litigation. Alyssa advises
companies as they anticipate cybersecurity threats, assists them in complying with the requirements of
state data breach notification statutes as well as various federal regulations, and represents them as they
address data security incidents and related third party litigation. Alyssa also facilitates forensic
investigations and the provision of credit monitoring and identity restoration services. She has experience
representing private and public entities of all sizes in the health care and financial services sectors, among
others. Her background in litigation and complex regulatory investigations provides her unique insights
into liabilities that emanate from data security incidents.
Simone McCormick is a partner in the Portland and San Francisco offices of Lewis Brisbois. Simone
represents businesses and professional clients in data incidents, which include forensic investigations,
multi-state notifications of affected clients and state Attorney General offices, the Office of Civil Rights of the
Department of Health and Human Services, and other governmental entities. Simone also counsels clients in
incident response planning, risk assessments, best practices in information privacy and data security, Board/
manager/employee trainings and countering cyber incidents/threats. She also prepares Business Associate
Agreements and conducts contract reviews. Simone also defends clients in privacy claims including
litigation. She holds the Certified Information Privacy Professional/United States (CIPP/US) credential.
Lauren Godfrey is a partner in the Pittsburgh office of Lewis Brisbois. Lauren counsels clients across
business sectors as to best practices in information privacy and data security. She assists clients in
responding to data security incidents, conducting initial assessments of the data security problem and
facilitating those forensic and/or remediation services required to contain, analyze, investigate, and
remediate the incident. Lauren also assesses clients’ consumer and regulatory notification obligations
under applicable state, federal, and international laws, and assists clients with external communications
such as consumer or employee notifications, regulatory reporting, and media holding statements. She
holds the Certified Information Privacy Professional/United States (CIPP/US) credential.
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Bryan Thompson is an associate in the Portland office of Lewis Brisbois. Bryan focuses on data privacy
and security matters, and helps clients across business sectors respond to, manage, and remediate data
security incidents while complying with state and federal breach notification requirements. This includes
counseling on regulatory compliance, facilitating the provision of consumer notification, preparing breach
risk assessments, and responding to regulatory inquiries stemming from data security incidents. His work
also concentrates on privacy compliance, and advises clients on preparing privacy policies and terms of
use related to their business practices. Bryan tracks emerging cybersecurity risks and trends, and follows
legislative developments and regulatory enforcement matters in the data privacy and security space. He
holds the Certified Information Privacy Professional/United States (CIPP/US) and the Certified Information
Privacy Professional/Europe (CIPP/E) credentials.
David Artman is an associate in the Portland office of Lewis Brisbois. David counsels clients on proactive
steps to avoid data security incidents and manage risk. He also regularly assists clients with remedial actions
when such incidents occur. David has extensive experience litigating health care and consumer protection
matters, and he frequently helps clients navigate HIPAA and complex state and federal consumer protection
and privacy laws. He holds the Certified Information Privacy Professional/United States (CIPP/US) credential.

Kathryn Childress is an associate in the Dallas office of Lewis Brisbois. She counsels clients on best
practices in data privacy and cybersecurity. Kathryn also assists clients in responding to data security
incidents, including the provision of services necessary to respond to the incident and remediate to
consumers. She also has substantial experience in responding to healthcare related incidents and
navigating the complex regulatory landscape under HIPAA. Additionally, Kathryn has five years of
experience in civil defense, including handling product liability, personal injury, contractual, construction,
creditors’ rights, premises liability, and professional liability litigation.
Julie Keersmaekers is an associate in the Denver office of Lewis Brisbois. She helps clients respond to
data security incidents while complying with state and federal breach notification requirements. Julie
tracks emerging cybersecurity risks and trends, and follows legislative developments and regulatory
enforcement matters in the data privacy and security area. She also has experience representing clients in
a broad range of government and internal investigations, regulatory enforcement actions, complex
commercial litigation, and arbitration. In addition, Julie has significant experience representing corporations
in complex commercial disputes, including matters involving breach of contract, breach of fiduciary duty,
trade secrets, and civil RICO claims, as well as employment litigation and tax controversy matters.
Bindu Nair is an associate in the New York office of Lewis Brisbois. Bindu counsels clients on best
practices in data privacy and cybersecurity law. She assists clients in navigating data security incident
responses, compliance with consumer and government notification statutory obligations under state and
federal law, including HIPAA, and preparing breach risk assessments following data breaches. She also has
experience defending individuals and companies in all aspects of complex civil litigation, focusing on the
defense of property owners, managers, tenants, and service establishments in premises liability,
transportation, and property damage matters.

Allison Brauer is an associate in the Dallas office of Lewis Brisbois. She facilitates responses to data
security events and counsels clients on the various state and federal consumer and regulatory notification
laws. Allison also handles regulatory investigations arising from data security incidents and helps clients
navigate the complex process of responding to the loss, theft, or compromise of data.
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Candice Farha is an associate in the Wichita office of Lewis Brisbois. Candice worked as the Tech Team
director as well as a staff attorney for her previous firm. During her time there, she helped create
interactive document assembly interfaces for use by litigants online. Her history with computer work does
not end there. Candice spent a year developing a cutting-edge website to boost pro-bono engagement
among Kansas attorneys. She strives to continually develop her understanding of technology, the everchanging cyber environment, and the privacy needs of her clients. Born in Riyad and raised in Lebanon,
Candice is fluent in French and Arabic.

Lindsey Smith is an associate in the Baltimore office of Lewis Brisbois. Lindsey assists clients with data
incident response, deploying forensics, and consumer and regulatory notification. He coordinates with
forensics investigators and law enforcement to identify the source of data incidents. Lindsey provides
legal analysis of security incidents to assist client’s in determining their breach notification obligations. In
addition to his cybersecurity practice, Lindsey has over five years of experience in civil defense litigation
involving complex business disputes and professional liability.

Dylan Whitelock-Wolff is an associate in the Portland office of Lewis Brisbois. He manages and quickly
responds to cyber security incidents. Incident response includes a factual investigation and, if necessary,
the engagement of cyber forensics teams to understand the nature and extent of the incident. In addition,
Dylan leverages the extensive knowledge and experience of the Lewis Brisbois Cyber Team to make a
determination of what breach notification requirements may exist and will facilitate notifications to
individuals and regulators. Dylan also works proactively with clients to establish protocols, policies, and
procedures to prevent cyber incidents and foster resiliency. Dylan studied international business law at
Bucerius Law school in Hamburg, Germany, and interned with an international information technology and
intellectual property group at a major European law firm. Dylan’s internship was focused on the practical
compliance challenges that face U.S. companies operating in Europe in the GDPR era.
Kevin Yoegel is an associate in the Philadelphia office of Lewis Brisbois. Kevin assists clients with proactive
data privacy and security as well as incident response management and remediation. His practice includes
compliance counseling, incident response planning, third-party contract review, and the development of privacy
and information security policies. Additionally, Kevin facilitates responses to information security incidents,
including investigatory forensics, consumer and regulatory notification obligations, and crisis mitigation. Kevin
has a passion for information privacy technology, and he applies his education in cybersecurity engineering to
help his clients in keeping their data private and secure. Some of his particular interests include encryption
methods, malware and cyber threats, computer network defense, digital forensics, and secure healthcare
systems. Kevin holds the Certified Information Privacy Technologist (CIPT) credential.
Frank Gillman is the Chief Information Security Officer of Lewis Brisbois. He has more than thirty years
of technology experience in the legal field, including twenty in the Chief Information Officer/Chief
Technology Officer role for three notable firms in the AmLaw 200, including Lewis Brisbois. He has led and
implemented first to market initiatives regarding a number of legal technology solutions during his various
tenures in areas such as infrastructure, telecommunications, mobility and data security. Frank is a frequent
national presenter and writer on emerging technology trends for the legal industry and has served on
numerous advisory boards for major market companies.
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PRE-BREACH & POST-BREACH SERVICES
Led by a former Department of Justice cyber attorney and comprised of eight Certified Information Privacy Professionals,
Lewis Brisbois’ Data Privacy & Cybersecurity Team has experience responding to more than 2,000 data security incidents
in all business sectors – from relatively simple device theft containing proprietary or consumer information, to catastrophic
system compromises affecting millions of consumers. The Team is geographically distributed with members across all U.S.
time zones for the convenience of insurers and insureds, and is backed by our 1,300-attorney, full-service law firm, offering
any necessary collateral services.

Pre-Breach Services
nn Cyber risk assessments. The assessment will be mapped
to the most recent version of the NIST SP 800-53, SP
800-171 or ISO 27002, and will identify the purpose of the
applicable controls, identify the applicable controls that
are not enabled, and provide guidance for implementing
the applicable controls.
nn Incident response planning. The incident response plan
will be mapped to the most recent version of the NIST
SP 800-61, and will identify the phases of response to a
data security incident, identify the internal and external
responders, provide guidance on the response to different
types of incidents involving different types of data, and
provide guidance on navigating applicable data breach
notification laws and regulations.
nn Table top exercises. This service involves a three- to
five-hour onsite exercise during which current digital
threats are depicted in scenarios requiring organizational
problem solving, and which include representatives of all
organizational business units. During the exercise, we
identify internal and external roles and responsibilities for
responding to data security incidents, and conclude with a
“lessons learned” memorandum for remediation purposes.
nn Third party contract review to identify and limit liability
issues. The service involves review of third party contracts
to determine whether they contain at least twelve provisions
to limit liability, including third party information security
practices, the ability to audit those practices, the requirement
of immediate reporting of data security incidents, and
expanded limitations of liability to include costs of data
security incidents.

nn Mergers and acquisitions due diligence assistance.
The service involves a review of the representations
and warranties, the existing information security
program and policies, and recent information security
system assessments, to determine the accuracy of the
represented information and the health of the
information system.
nn Network security awareness training. The service involves
a session or series of sessions customized to the insured’s
needs (i.e. the insured can pick the topic(s)), and which
covers current online trends that may affect the insured,
with recommended measures to mitigate the risk of those
threats, and it can be provided via WebEx or onsite.
nn Development of and/or review of data privacy policies.
The service involves a review of existing website privacy
policies and terms of use provisions or the development of
such policies and provisions if none currently exist.
nn Development of and/or review of information security
policies and procedures: The service involves a review
of existing policies to determine whether they are
properly mapped to the applicable security controls, or
if none exist, the development of security policies and
procedures that are mapped to applicable
security controls.
nn Facilitation of confidential third party technology projects
that are covered by the attorney-client privilege and
work product doctrine to the extent permissible by
law: The service involves the facilitation of the master
service agreements and statements of work, and project
management to ensure the task is completed on time, within
budget, and covered by the attorney client privilege and
work product doctrine.

Post-Breach Services
nn Businesses may access Lewis Brisbois’ 24/7 data breach response hotline and request that our Rapid Response Team do
the following:
––

Conduct an initial assessment of the data security problem;

––

Facilitate digital forensics services to contain, analyze, investigate and remediate the incident;

––

Assess consumer and regulatory notification obligations;
»»

Drafting of consumer notification letters;

»»

Facilitation of consumer remediation services, as necessary, which may include the provision of credit
monitoring and/or identity protection services;

»»

Drafting of regulatory notification letters;

––

Facilitate crisis communication services, as necessary, for response to media inquiries;

––

Respond to inquiries from the media and regulatory officials;

––

Defend against regulatory investigations and enforcement actions; and

––

Defend against third party data breach-related litigation.

INCIDENT RESPONSE PLANNING
The Lewis Brisbois Data Privacy & Cybersecurity Team assists clients to help review and revise, or develop, an incident
response plan that is mapped to the National Institute of Standards and Technology Special Publication 800-61 Rev. 2. This
process involves the following:
nn Drafting an incident response plan that incorporates incident response preparation undertaken to date as well as the
information obtained from the initial questionnaire and conference call, which is mapped to industry best practices
and requirements (including identification of the phases of response to a data security incident, identification of the
internal and external responders, guidance on the response to various types of incidents, and guidance on navigation of
applicable laws and regulations);
nn Facilitation of a conference call with appropriate personnel to “walk through” the proposed incident response plan to
clarify roles and responsibilities, and to determine if any revisions are appropriate;
nn Identification and recommendation of external breach response service providers (i.e. forensics services, notification
services, credit monitoring/identity protection services) as necessary;
nn Facilitation of the execution of Master Service Agreements with breach response service providers (digital forensics
services, consumer notification/call center services, credit monitoring/identity protection services, etc.) if that has not yet
been done;
nn Introductions to appropriate law enforcement personnel (i.e. the Federal Bureau of Investigation) to facilitate prompt
response during an incident.
In addition to revising or developing an incident response plan, the Team offers an incident response testing and tabletop
exercise service to assist the organization operationalize the plan. This service includes a three- to five-hour onsite exercise
during which current digital threats are depicted in scenarios requiring organizational problem solving, and which include
representatives of all organizational business units, identify internal and external roles and responsibilities for responding to
data security incidents, and conclude with a “lessons learned” memorandum for remediation purposes.
Our Team will help ensure that your business is prepared for a data security incident, and has the tools to protect itself and
its clients should an incident arise.

DATA POLICY & PROCEDURE DEVELOPMENT
Lewis Brisbois’ Data Privacy & Cybersecurity team assists clients in all business sectors with the development and review of
data policies and procedures, including the following:

Privacy policy development and review
Our team helps clients identify and develop necessary data privacy policies pertaining to data collection, employment, online
marketing, and sector specific requirements. Data collection is a critical aspect of many business models, and regulation
of data collection practices is constantly increasing. We help businesses navigate the ever-evolving privacy regulatory
landscape.

Data security policy development and review
Our team helps clients review existing information security policies and procedures, recommends revisions to existing
policies and procedures, and drafts policies and procedures, if none exist. These policies are often mapped to the Critical
Security Controls, which are now managed by the Center for Internet Security.

Document retention policy development and review
The advent of electronically created and stored information has caused a data explosion. Consequently, the management
of data has become critical for business processes, regulatory compliance, and data security. Focused data retention and
destruction policies are an important component of information security and information management systems. Our lawyers
regularly counsel on document retention and destruction policies for public and private companies.

GDPR/CCPA compliance
Our team can also assist in assessing the application of the GDPR and/or CCPA to your business. We work side-by-side
with company personnel to develop applicable policies and procedures that comply with the GDPR and CCPA. We can also
serve as the company’s Data Protection Officer (DPO). These efforts will ensure continuity of operations, limit your liability,
and allow your organization to represent that it is fully GDPR- and CCPA-compliant for continued business opportunities.

COMPLYING WITH THE GDPR AND CCPA
GDPR

Definitions
CCPA

The General Data Protection Regulation (“GDPR”) of the
European Union (“EU”) provides increased data protections
for EU residents.

The California Consumer Privacy Act (“CCPA”), as passed
by the California State Legislature, provides increased data
protections for California residents.

Effective as of May 25, 2018 and applies to EU-based
businesses that control or process personal data of EU
residents, as well as non-EU-based businesses that
transmit, process, or store personal data of EU residents in
connection with offering goods and services to EU residents
or monitor the behavior of EU residents.

Effective as of January 1, 2020 and applies to for-profit
entities doing business in California with a gross revenue
greater than $25 million, or that process personal
information of more than 50,000 California consumers/
households/devices, or that derive 50% or more of annual
revenue from selling personal information of California
consumers.

Note: The GDPR and CCPA broadly define “personal data” or “personal information” as information from which a living
individual (or in the case of the CCPA, an individual or household) can be identified.

GDPR

Significant Requirements
CCPA

Information processing must fall within six lawful bases.

Does not directly enact data security requirements but does
establish data protection duties.

Requires transparency by businesses regarding the
personal data collected, lawful bases and purposes for
processing, and data subjects’ rights under the GDPR,
among other provisions

Requires transparency by businesses regarding the
personal information collected, disclosed or sold, the
business purposes for collection, disclosure, or sale, and
residents’ rights under the CCPA, among other provisions

Privacy must be built into systems, policies, and processes.

Allows consumers the ability to file a legal claim for some
data breaches resulting from failure of a business to
implement and follow reasonable data security practices.
Allows the California Attorney General to institute an action
for any violation of the statute’s requirements.

GDPR

CCPA

Businesses must develop both a written Information
Security Program (WISP) and a written Incident Response
Plan (IRP), as well as public-facing, and internal, policies
and procedures regarding privacy of personal data.

Businesses should develop both a written Information
Security Program (WISP) and a written Incident Response
Plan (IRP), as well as public-facing, and internal, policies
and procedures regarding privacy of personal information
and consumer choice.

Businesses may have to designate a Data Protection Officer Businesses may have to provide consumers the right to opt(DPO)
out of sales of their personal information.

GDPR

Penalties/Concerns
CCPA

Lack of compliance may result in significant fines, from 2%
to 4% of annual gross revenue.

Lack of compliance may result in suits for damages, and/
or civil penalties of $2,500 per violation, or up to $7,500 per
violation if intentional.

Note: Lack of efficient response to consumer requests, investigative demands or complaints may result in fines,
injunctions, third party liability and/or reputational harm.

How can the Lewis Brisbois GDPR team help with your GDPR compliance?
Lewis Brisbois’ Data Privacy & Cybersecurity Team includes 10 attorneys who hold the Certified Information Privacy
Professional (CIPP) credential and who can assist in assessing the application of the GDPR to your business.
Our GDPR team can:
nn Assist in preparing your business for compliance with the GDPR;
nn Assist in developing applicable policies and procedures; and
nn Serve as your Data Protection Officer (DPO).
Our team can help you come into full compliance with the GDPR. These efforts may enhance the privacy and security of
sensitive information processed, transmitted, or stored by your business, and may limit your liability. It will also allow your
organization to represent that it is fully GDPR-compliant for continued business opportunities.

SECURITY CONTROL AUDITS
& CYBER ASSESSMENTS
The Lewis Brisbois Data Privacy & Cybersecurity Team assists clients in all business sectors to assess their cyber preparedness
through a process which is mapped to the following, where appropriate:
nn National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53 Rev. 4, Security and Privacy
Controls for Information Systems and Organizations;
nn NIST SP 800-171 Rev. 1, Protecting Controlled Unclassified Information in Nonfederal Systems and Organizations; or
nn The International Organization for Standardization (ISO) 27002.
Our attorneys have extensive knowledge of the critical security controls required by regulators to be enabled in information
security systems, and we work with information technology and security personnel to enhance their organizational security
posture and reduce information system vulnerabilities.
Our Data Privacy & Cybersecurity Team can provide and conduct the following:
nn A questionnaire mapped to the appropriate NIST or ISO security controls to be completed by the client’s personnel;
nn Interviews of the appropriate company personnel to confirm the accuracy of the completed questionnaire;
nn Collect and review documentation from the client to support representations in the questionnaire and interviews; and
nn A detailed report summarizing the findings from the assessment.
Additionally, Lewis Brisbois’ Chief Information Security Officer (CISO) works closely with our Data Privacy & Cybersecurity
attorneys to provide a unique client service that leverages our CISO’s 30-plus years of operational information technology
experience. Our CISO’s experience and expertise, which is provided under attorney-client privilege, adds value to a variety
of client engagements to better secure their networks and better prepare them to respond to data security incidents.

HIPAA BREACH RESPONSE AND COMPLIANCE
The Lewis Brisbois Data Privacy & Cybersecurity Team assists healthcare clients with responding to HIPAA breach events,
and we specialize in assisting health care entities with investigations by the U.S. Department of Health & Humane Services
(HHS) Office for Civil Rights (OCR). We also assist clients by conducting HIPAA Security Risk Assessments mapped to 45
C.F.R. §§ 164.302 – 318, which assess cyber preparedness and compliance with HIPAA standards.

HIPAA Breach Response Services
In the event of an incident that may compromise protected health information, our highly experienced team assists our
clients with critical crisis management. As needed, we assist with coordinating forensic investigators to quickly investigate
the potential impact on protected information. We provide breach risk assessments to clearly outline regulatory and legal
response obligations, and if necessary, we guide and coordinate the proper notification to consumers and regulatory
agencies.

OCR Investigation Services
Should an incident result in an investigation by the HHS/OCR, our team has significant experience assisting clients with
responding to OCR inquiries. We guide our clients through the entire process, from the initial request, to document gathering,
drafting narrative and written responses, facilitating and defending telephonic or in-person interviews, and coordinating
the implementation of mitigating and remedial measures to ensure HIPAA compliance. Our goal is to navigate the OCR
investigative process as efficiently as possible, and to minimize the risk of fines or penalties.

HIPAA Risk Analysis
HIPAA requires the completion of a Security Risk Assessment, to ensure compliance with all aspects of HIPAA’s regulatory
requirements. Our experienced attorneys can assist with this process and help our clients identify potential risks to the
security of protected information, ensure compliance with documentation requirements, and develop a risk management
plan to facilitate improvements. This process includes:
nn A HIPAA risk analysis questionnaire, mapped to 45 C.F.R. §§ 164.302 – 318, to guide the assessment process;
nn A review of the client’s relevant documentation, including policies and procedures, and business associate agreements;
nn Interviews and consultation with key personnel to assist with completing the questionnaire and assessing potential risk;
nn A resulting comprehensive report and risk management plan addressing HIPAA compliance and suggested
improvements.

SERVICE PROVIDER AGREEMENTS
& THIRD-PARTY CONTRACT REVIEW
Managing liabilities associated with service providers has never been more important in this digital
age. However, risk and liability can be mitigated with due diligence and good service provider contract
management. Lewis Brisbois’ Data Privacy & Cybersecurity team helps clients review agreements with
service providers, including third-party technology service providers, through a lens that identifies and
protects against potential liabilities arising from a data security incident.
Our team works closely with clients to understand the unique circumstances and challenges that exist
with each service provider. Keeping our clients’ business goals in mind, we craft narrowly tailored
service provider agreements designed to
nn Mitigate potential exposure arising from a data security incident by clearly defining a client’s
relationship with the service provider;
nn Require the service provider to adhere to delineated information security practices molded to the
specific service offering;
nn Set forth expectations as to when, how and under what circumstances a service provider must
report a potential or suspected data security incident, and preserving the client’s right to conduct an
independent forensic investigation;
nn Incorporate optimal indemnification and limitation of liability language to shift liability and defense
exposure to the service provider;
nn Leverage a service provider’s insurance coverage;
nn Incorporate warranties that hold the service provider accountable for rendering services in
accordance with the agreement and applicable law;
nn Apply a favorable choice of law provision governing disputes under the contract; and
nn Avoid potential pitfalls such as waivers of subrogation that may preclude our clients or their insurers
from recovering damages attributable to a service provider’s conduct.

TABLE TOP EXERCISES AND EXECUTIVE
& EMPLOYEE TRAINING
The Lewis Brisbois Data Privacy & Cybersecurity Team helps clients test their incident response plans
by facilitating enterprise-wide digital crisis response exercises. During these exercises, our team
involves key stakeholders and helps them identify and experience their roles and responsibilities in
responding to a data security incident before an actual crisis occurs. Our attorneys recognize that
“experiencing” a data security incident before it actually occurs accelerates an organization’s ability
to effectively contain and remediate an incident. The exercises also help to identify and resolve gaps in
incident response plans and enhance an organization’s enterprise security posture.
We help clients test their incident response plans by facilitating a three- to five-hour onsite exercise
during which current digital threats are depicted in scenarios requiring organizational problem solving.
The scenarios involve representatives from all organizational business units. During the exercise, we
identify internal and external roles and responsibilities for responding to data security incidents, and
conclude with a “lessons learned” memorandum for remediation purposes.
We also help clients identify and prioritize employee training needs, develop customized training to
educate employees about network security awareness, and develop customized presentations for
Boards and Executives about information security threats and risks, while addressing the business case
for information security.

KEY DATA PRIVACY CONTACTS

PACIFIC TIME ZONE

MOUNTAIN TIME ZONE

CENTRAL TIME ZONE

EASTERN TIME ZONE

Sean B. Hoar, Partner
Portland, OR
Sean.Hoar@lewisbrisbois.com
971.712.2795

Alyssa Watzman, Partner
Denver, CO
Alyssa.Watzman@lewisbrisbois.com
720.292.2052

Lindsay B. Nickle, Partner
Dallas, TX
Lindsay.Nickle@lewisbrisbois.com
214.722.7141

Christopher Ballod, Partner
Philadelphia, PA
Christopher.Ballod@lewisbrisbois.com
215.977.4077

Download Lewis Brisbois’

CYBER PRACTICE APP
Take this handbook wherever you go with our
new cybersecurity app!
Stay connected with around-the-clock access to our national breach
response team via the “Report a Breach” feature. Summaries of all state
data breach notification statutes and information security mandates are also
at your fingertips.
Download the app now by scanning this QR code or
visiting the Apple App Store (for iOS) or the Google
Play Store (for Android) and searching “Lewis Brisbois
Cyber Practice.”

The Digital Insights blog offers clients informative alerts, detailed analyses, and practical advice on the
latest and most pressing developments in data privacy and cyber security.
Our attorneys also showcase their deep knowledge and experience with relevant cyber security and
privacy matters, including:
•
Laws
•
Regulations
•
Enforcement actions
•
Industry trends that shape and reshape the field
•
Much more!
Visit the Digital Insights blog here:
http://lewisbrisbois.com/practices/data-privacy-cyber-security/blog
Subscribe today!

THE LEWIS BRISBOIS
BREACH COACH PORTAL
The Lewis Brisbois Breach Coach Portal is a personalized one-stop resource to help companies prevent a data security
incident and provide tools to manage an incident, should one occur.

Educational Tools
Our Breach Coach Portal offers tutorials to help you and
your employees develop data security best practices tailored
to your business. From privacy and password essentials to
insights into how hackers target weak systems, these tutorials
will give you a strong foundation to protect your data.

News & Research
In addition to tutorials, our Cyber Library provides tips, FAQs,
and research to help you stay on top of cybersecurity trends.
Since cyber threats are constantly evolving, we also curate
a selection of the top trade publications and industry news
sources, including the Lewis Brisbois Digital Insights Blog,
with up to the minute information.

Risk Management Tools
Our accessible, easy-to-use risk management center offers
tools to help you manage a data incident as quickly and
efficiently as possible. Self-assessment questionnaires and
incident response planning workbooks will help determine
the likelihood that you will be targeted by hackers, while cost
calculators will put breach in context for your bottom line.

24/7 Access to Our Nationwide Cyber Team

Our team, led by a former U.S. Cyber Attorney, is here for
you. With experience handling more than 2,000 data security
incidents, and geographically distributed across all U.S. time
zones, we are ready to answer your questions or provide
counsel regarding any data security issue you may encounter.

Visit our Breach Coach Portal at:
eriskhub.com/lewisbrisbois | Access Code: 360344

FIRM OVERVIEW
Established in 1979, Lewis Brisbois Bisgaard & Smith LLP is a
national, full-service law firm with more than 1,300 attorneys
and 50 offices in 27 states.

Lewis Brisbois offers legal practice in more than
40 specialties, and a multitude of sub-specialties.
Our attorneys have broad knowledge, experience,
and sensitivity to our clients’ unique needs. Through
interaction among our practice groups, Lewis
Brisbois provides a wide range of legal services to
each client with a continuity of representation across
multiple disciplines. We have built longstanding
relationships with corporate and institutional clients
based on our ability to provide comprehensive
service on a national scale.

committed to promoting the best interests of our
clients, our communities and the legal profession.
We support diversity in communities across the
nation through new and ongoing relationships with
minority and women-owned businesses.

Lewis Brisbois is known for its commitment to
principled advocacy, an unflinching work ethic, and
unyielding recognition of our duty to provide the
highest level of service to our clients, who choose
us because we take the time to understand their
business interests and internal culture. We have
At Lewis Brisbois, diversity is an integral part of
developed sophisticated proprietary risk evaluation
our firm culture and our daily life. We accomplish
and litigation management processes that many
diversity not by committee or initiative,
of our clients have incorporated into
but through the honest and consistent
their business practices, and we help
practice of hiring the best people
them manage and defend claims
Our attorneys have
for the job and rewarding
and litigation. As a result, they are
excellence. The success of
avoiding and reducing losses that
these policies is reflected in
impact their bottom line.
and
the fact that Lewis Brisbois has
repeatedly received national
to their
Our practice includes pre-suit
recognition for its commitment
clients’ unique needs.
counseling and problem solving
to embracing diversity. Lewis
based on a structured and accurate
Brisbois is committed to hiring and
analysis of likely outcome. We know
retaining a diverse group of talented
our clients’ objectives are often best
lawyers and staff, and demonstrates
served by a pre-suit resolution and we are
that commitment through non-discriminatory
often judged by the advice and counsel we provide
hiring, retention and promotion policies. The diversity
toward that end. However, when trial is the answer
of Lewis Brisbois' client base is matched by the
and in the client’s best interest, Lewis Brisbois
diversity of our attorneys.
brings to bear the full force of our tenacious and
sophisticated litigation prowess, utilizing our
With offices from Los Angeles to New York
nationwide network of attorneys and support staff as
and Seattle to Miami, our attorneys reflect the
well as our considerable technological resources to
communities in which they live. Lewis Brisbois'
culture has fostered a diverse group of professionals
achieve the best possible results for our clients.

broad knowledge,

experience,
sensitivity
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LEWIS BRISBOIS LOCATIONS NATIONWIDE
Albuquerque, NM

Fort Lauderdale, FL

T: 505.828.3600 | F: 505.828.3900

T: 954.728.1280 | F: 954.728.1282

T: 504.322.4100 | F: 504.754.7569

Atlanta, GA

Fort Wright, KY

New York, NY

T: 404.348.8585 | F: 404.467.8845

T: 859.663.9830 | F: 859.663.9829

Baltimore, MD

Hartford, CT

T: 410.525.6400 | F: 410.779.3910

T: 860.748.4806 | F: 860.748.4857

Boston, MA

Houston, TX

T: 857.313.3950 | F: 857.313.3951

T: 713.659.6767 | F: 713.759.6830

Charleston, WV

Indian Wells, CA

T: 304.553.0166 | F: 304.343.1805

T: 760.771.6363 | F: 760.771.6373

Charlotte, NC

Indianapolis, IN

T: 602.385.1040 | F: 602.385.1051

T: 704.557.9929 | F: 704.557.9932

T: 317.333.6421 | F: 317.542.5207

Pittsburgh, PA

Chicago, IL

Kansas City, MO

T: 312.345.1718 | F: 312.345.1778

New Orleans, LA

T: 212.232.1300 | F: 212.232.1399

Newark, NJ

T: 973.577.6260 | F: 973.577.6261

Orange County, CA

T: 714.545.9200 | F: 714.850.1030

Philadelphia, PA

T: 215.977.4100 | F: 215.977.4101

Phoenix, AZ

T: 412.567.5596 | F: 412.567.5494

T: 816.299.4244 | F: 816.299.4245

Portland, OR

T: 971.712.2800 | F: 971.712.2801

San Bernardino, CA
T: 909.387.1130 | F: 909.387.1138

San Diego, CA
T: 619.233.1006 | F: 619.233.8627

San Francisco, CA
T: 415.362.2580 | F: 415.434.0882

Savannah, GA
T: 912.525.4960 | F: 912.525.4961

Schererville, IN
T: 219.440.0600 | F: 219.440.0601

Seattle, WA
T: 206.436.2020 | F: 206.436.2030

St. Louis, MO
T: 314.685.8346 | F: 314.685.8347

Tampa, FL
T: 813.739.1900 | F: 813.739.1919

Cincinnati, OH

Lafayette, LA

T: 513.808.9911

T: 337.326.5777 | F: 337.504.3341

Cleveland, OH

Las Vegas, NV

T: 216.344.9422 | F: 216.344.9421

T: 702.893.3383 | F: 702.893.3789

Colorado Springs, CO

Los Angeles, CA

T: 719.622.6255 | F: 303.861.7767

T: 213.250.1800 | F: 213.250.7900

Dallas, TX

Madison County, IL

T: 214.722.7100 | F: 214.722.7111

T: 618.307.7290 | F: 618.692.6099

Denver, CO

Miami, FL

Salt Lake City, UT

Wichita, KS

T: 303.861.7760 | F: 303.861.7767

T: 786.353.0210 | F: 786.513.2249

T: 801.562.5555 | F: 801.562.5510

T: 316.609.7900 | F: 316.462.5746

Providence, RI

T: 401.406.3310 | F: 401.406.3312

Raleigh, NC
T: 919.821.4020 | F: 919.829.0055

Reno, NV
T: 775.827.6440 | F: 775.827.9256

Sacramento, CA

T: 916.564.5400 | F: 916.564.5444
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Temecula, CA
T: 951.252.6150 | F: 951.252.6151

Walnut Creek, CA
T: 415.362.2580 | F: 415.262.8540

Washington, D.C.
T: 202.507.5882 | F: 202.558.0654

Weirton, WV
T: 304.224.2006 | F: 304.224.2263
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