CYBERSECURITY CONSIDERATIONS
IN K-12 PROCUREMENT




Introduction & Purpose

This guidance is intended to support school districts and educational institutions in integrating
cybersecurity considerations into their procurement policies. It is especially relevant when
contracting with vendors who access or administer sensitive data or digital infrastructure.
Institutions should tailor these guidelines to fit their unique size, staffing, and technical capacity.

Cybersecurity in the Procurement Lifecycle

Before purchasing technology or services, it's important to understand the potential cybersecurity
impact. These early steps help ensure that key voices are heard, and risks are spotted before
contracts are signed.

e Make a list of services or tools you're planning to purchase. Which of them will access
sensitive data like student records or staff information?

e Bring in the right people to help, for example, your IT leader, a school principal, a legal
advisor, or your business manager.

e Decide when cybersecurity checks are needed. You might focus on higher-cost purchases or
those involving personal data.

During the purchasing process, you'll want to evaluate vendor risks and include basic cybersecurity
protections in your contracts.

e Group vendors by level of risk. For example, 'Low' if they only provide hardware; 'High' if
they collect or store student data.

e Use asimple checklist to ask vendors about their cybersecurity practices (see below).

e Include key cybersecurity terms in your contract to protect the district if things go wrong.

After a contract is signed, cybersecurity work doesn’t stop. Follow-up ensures your vendors stay
secure and that data is safely removed when the contract ends.

e Check in with vendors regularly, especially those that manage sensitive data.
e Ask for updates or audit reports every year for high-risk vendors.
e Make sure there’s a plan to delete or return your data when the contract ends.

Evaluating Vendor Risk
This section outlines tools, laws, and frameworks that can help you understand how secure a
vendor is.

Start with simple tools like the CoSN K12 Cvbersecurity Vendor Assessment Tool (KI2CVAT), which
is free and designed for schools.



https://www.cosn.org/tools-and-resources/resource/k-12cvat/

National Data Privacy Agreement

If the vendor will be handling student data, ask them to also sign the Student Data Privac
Consortium (SDPC) National Data Privacy Agreement (NDPA).

Applicable Data Protection Laws
Be aware of these laws when selecting vendors:

FERPA, COPPA, CIPA - Federal student privacy laws.

OSIPA - Oregon-specific protections for student information.
OCPA - Covers consumer data in Oregon, including staff.
GDPR - European law that may apply to global vendors.
PCI-DSS - Applies if vendors handle payment card data.

Security Audits & Certifications
When selecting a vendor, ask whether they undergo regular security audits or hold formal
certifications. These provide assurance that the vendor follows recognized security practices.

SOC 2 (Type | or Type II) - Audit

A third-party audit that evaluates how well a vendor protects customer data.

o Type /checks if the right controls are in place at a point in time.

o Type Illchecks if those controls actually work over several months.

ISO/IEC 27001 - Certification

An international standard that shows the vendor follows best practices for managing
information security over time.

Cybersecurity Framework Adherence
Ask vendors if they follow any of these recognized standards. This shows they're serious about
security.

NIST Cybersecurity Framework (CSF)

NIST SP 800-53 and 800-171

ISO 27000 Series

CIS Controls

CMMC (Cybersecurity Maturity Model Certification)
Secure by Design (CISA)

Additional Resources
These resources offer more detailed legal and regulatory guidance related to data privacy and
cybersecurity.

Oregon Revised Statutes (ORS 646A.570-589, 622)

State laws governing how personal data must be collected, stored, and disclosed. These
statutes include requirements for breach notification, records management, and consumer
protections - especially important when working with student or staff data.

EU-U.S. Data Privacy Framework



https://privacy.a4l.org/national-dpa/
https://privacy.a4l.org/national-dpa/
https://studentprivacy.ed.gov/ferpa
https://www.ftc.gov/business-guidance/privacy-security/childrens-privacy
https://www.fcc.gov/sites/default/files/childrens_internet_protection_act_cipa.pdf
https://www.doj.state.or.us/wp-content/uploads/2023/03/Oregon-Student-Privacy.pdf
https://www.doj.state.or.us/consumer-protection/id-theft-data-breaches/privacy/
https://gdpr-info.eu/
https://www.pcisecuritystandards.org/standards/
https://www.aicpa-cima.com/topic/audit-assurance/audit-and-assurance-greater-than-soc-2
https://www.iso.org/standard/27001
https://www.oregonlegislature.gov/bills_laws/ors/ors646a.html
https://www.dataprivacyframework.gov/

A program that allows certified U.S. companies to legally transfer personal data from the EU.
This matters if a vendor handles any data from individuals located in the EU and claims
GDPR compliance.

Recommended Contract Language & Clauses

The following provisions are recommended for inclusion in contracts with vendors who access
student, staff, or financial data. These clauses help ensure your district is protected and that
vendors take responsibility for securing your data.

These
place.

clauses help define how vendors handle your data and what protections they must have in

Data Usage: Clearly describe the types of data the vendor collects, uses, and stores — and
ensure it's limited to only what’s necessary to provide the service.

Secure Login: Require secure login methods for both vendor and district users, including
multi-factor authentication (MFA).

Encryption: Vendor must encrypt data both when it’s being transmitted and when it’s
stored.

Backups: Define who is responsible for backing up data and how frequent backups occur.
Subprocessors: Vendor must identify any third parties they share your data with and
confirm they follow similar security practices.

Data Deletion: Require that the vendor securely deletes or returns all district data when the
contract ends.

Breach Notification: Define how quickly the vendor must notify you of a security breach,
and what information they must provide.

Liability: Include limits or requirements on the vendor’s liability if they fail to protect your
data.

Jurisdiction: Specify that the contract is governed by Oregon law.

Security Commitment: Require a brief statement of the vendor’s security practices, policies,
or frameworks they follow (e.g., NIST, ISO).

Audit Requirement: Vendor must undergo regular security audits (such as SOC 2) and share
summaries on request.

Vendors should carry insurance to cover costs related to data breaches or service failures. The
following are recommended examples of coverage levels that districts can consider when
negotiating contracts. Actual requirements may vary based on risk, contract size, and district

needs.

Professional Liability / Errors & Omissions: Example coverage of $1,000,000 per incident.
This helps cover issues such as mistakes, negligence, or failure to deliver contracted services.



Network Security & Privacy Insurance: Example coverage of $1,000,000 per incident.
Protects against cybersecurity risks like unauthorized access, data theft, or accidental
exposure.

Data Breach Expense Coverage: Example total coverage of $5,000,000. May include:

o Consumer notification costs

o Forensic investigations

o Public relations and crisis response

o Credit or identity monitoring for affected individuals

Contingent Damage Coverage: Should include bodily injury or property damage caused by
a failure in the vendor’s technology systems (e.g., a facilities automation breach).

Tip: Work with your legal or risk management team to determine appropriate minimums based on
the vendor’s access to data or critical systems.

Additional Recommendations

In addition to core contract language and procurement practices, districts can take further steps to
strengthen their cybersecurity readiness. These aren’t required, but they’re helpful strategies for
building more robust and consistent vendor evaluations over time.

Create a Vendor Risk Classification System

Sort vendors into categories such as Low, Medium, or High risk based on factors like data
sensitivity, system access, or the number of users affected. This helps prioritize how much
scrutiny a vendor receives.

Review Data Governance Policies

Ask vendors how they manage data:

o Do they limit what they collect to only what’s needed?

o Where is the data stored (e.g., in the U.S,, overseas)?

o Can you retrieve or transfer your data if needed?

Consider Accessibility Standards

Evaluate whether tools or platforms meet digital accessibility requirements, such as WCAG
2.1, to ensure they can be used by all students and staff.

Maintain Procurement Policy Documentation

Keep a shared, version-controlled document (such as Microsoft 365 or Google Workspace)
where procurement-related security processes and lessons learned are recorded. This
supports transparency and continuous improvement across staff turnover and school years.



Appendix A: Sample Risk Evaluation Checklist

While reviewing the items in this checklist, consider the type of data involved, the functions the vendor

performs, and the potential impact of a failure. A vendor may be considered high-risk if they:

e Handle sensitive student or staff data (e.g., health, [EPs, or Personally Identifiable Information).

e Have access to internal systems, such as Single Sign-On (SSO), SIS, or HR platforms.
e Store or process data off-site or internationally.

e Do not provide audit reports, encryption details, or MFA.
e (Cannot show they carry appropriate insurance coverage.

Even one of these factors might raise the risk level, but the more boxes they check, the more scrutiny they

should receive.

Item

Recommended
Practice

Why it Matters

Watch For (Risk
Signal)

Data Collected

Minimum required only

Reduces risk of
unnecessary exposure

Vendor collects more
data than needed

Encryption Encrypt dataatrestand Prevents unauthorized No mention of
in transit (e.g., AES-256) access encryption or only
encrypts in transit
Authentication  Require multi-factor Adds another layer of No MFA, shared or
authentication (MFA) login security simple passwords
Audit Reports Vendor has recent SOC 2  Confirms security Vendor has no audit or
Type Il audit (within 12  practices are in place only self-assessment
months)
Jurisdiction Contract governed by Ensures legal disputes Jurisdiction is out-of-
Oregon law are handled locally state or not defined
Insurance Scaled to vendor risk Provides financial Low or no coverage,
Coverage level and contract size coverage for incidents especially for cyber

liability



Appendix B: Quick Sample Language

These samples are meant to provide a starting point for districts when developing or reviewing vendor contracts.
Adapt the language based on your district’s needs, legal counsel, and vendor risk level.

e Incident Notification: Vendor agrees to follow Oregon State Laws for Data Incident notification (ORS
646A.622).

e Audit Commitment: Vendor will have a SOC 2 report issued on a biennial basis and is willing to share the
results with Customer. The first report will be issued no later than [date].

e Security Breach Response: Vendor shall take reasonable steps to immediately remedy any Security
Breach and prevent further occurrences, at Vendor's expense. Vendor shall reimburse the Customer for
reasonable costs incurred in response to any breach related to Vendor's systems.

e Insurance Coverage: Vendor shall procure and maintain insurance throughout the contract term and for
two years after if policies are claims-based. Specific coverage must include Errors & Omissions, Network
Security, and Data Breach Expenses as detailed above.

e Right to Audit: Customer reserves the right to audit Vendor's security and data protection practices upon
reasonable notice, especially in the event of a suspected incident.

e Termination for Security Breach: Customer may terminate this agreement immediately, without penalty,
if Vendor fails to meet its data security obligations or is found to have misrepresented its practices.

e Data Portability: Upon request, Vendor shall provide all district data in a machine-readable, portable
format at no additional cost.

e Subprocessor Notification: Vendor shall notify Customer in writing before adding or changing any
subprocessor that handles district data and provide an opportunity for objection.

e Service Continuity (Optional for Mission-Critical Tools): Vendor shall maintain a documented disaster
recovery and business continuity plan and provide evidence of annual testing upon request.
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